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Preface

The dependability of the information infrastructures upon which the Information Society relies are
recognised as being of growing importance for European citizens, businesses and governments. The
European Council has called for a “comprehensive strategy on security of electronic networks including
practical implementing action”! and the eEurope Action Plan 2005 outlines a range of strategies to

promote security practices, a culture of security and trustworthy networks.?

As yet, dependability is not being effectively designed into the information system of systems that
constitutes the European information infrastructure. This is due to a number of factors, ranging from
software complexity and implementation failures to market forces that have encouraged the deployment
of vulnerable software. The problem is demonstrated by statistics from the Computer Emergency
Response Team community, which point to a steep growth in vulnerabilities. At the same time, there is a

growth in the number and capability of malicious actors seeking to exploit security vulnerabilities.?

Since dependability is not - yet — being sufficiently engineered into Europe’s information infrastructures,
there is an onus upon users to adopt a “culture of security;” this involves managing their own risks. Steps
can range from adopting robust password policies at the individual level to building resilience into Large

Complex Critical Infrastructures at the infrastructure or national levels.

However, infrastructure dependability as a risk management problem still faces the challenge of a lack of
data upon which to base decisions. Put simply, all stakeholders require better information about risks,

including vulnerabilities and threats.

For governments, information about vulnerabilities, dependencies, threats and incidents is vital if they are
to develop public risk management policies in order to provide a safe and secure environment for their
businesses and citizens. For businesses, information sharing is a matter of risk management and good
corporate governance. For citizens, information is required to enable them to protect themselves and

avoid becoming a jumping off point for attack on others.

Most governments have recognised there is currently a failure by the market to supply the information
required by the full range of stakeholders about dependability risks. There are various government
Initiatives to stimulate or, in some cases, supplement market provisions. Given the inherently
transnational nature of information infrastructures and the growing internationalisation of dependencies,

threats and vulnerabilities, collaborative public action at European level also seems appropriate.

Any such action must however add value to existing industry and Member State activities. This document
provides a roadmap for such action and outlines the issues and options that should be considered.
Acknowledgement

This roadmap could not have been completed without the support and input of dozens of experts from
the CERT community, from business end-users and suppliers, from government and from the research
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Executive Summary

This report provides a Roadmap or European action to promote information sharing about information security risks. 1t is
based on a comprebensive review of the global and European state of the art and a systematic requirements analysis

undertaken in consultation with dozens of Enropean stakebolders.

The success of the Information Society depends upon improving trust and confidence in the information
networks which citizens, businesses and governments are becoming increasingly dependent. Trust and
confidence is however being undermined by increasing numbers of security incidents as malicious
attackers exploit system vulnerabilities. These incidents also pose an increasing threat to society’s critical

infrastructures.

An important step towards addressing these risks would be to provide users with accurate, timely and

useable information so that they can take the necessary steps to protect themselves.

Industry and EU Member States are taking some steps to provide this information but the risks and

solutions are inherently transnational. Therefore:

Findings

*  Policy makers, businesses and citizens need reliable information about electronic attacks and new

threats and vulnerabilities.
*  Experts and end-users agree on the need for a European initiative to supplement existing initiatives.

* The role of the initiative should be to ensure that an appropriate level of security information is
available to all users of information systems in the EU. As far as possible, this information should be
disseminated via existing, trusted networks. Information needs to be tailored to the specific

requirements of different users.
* This will involve facilitating broader and more tailored provision of information to users.

* The deliverables of an information sharing initiative should include: warnings and alerts, threat

assessments, helpdesk services and educational products.
* The tasks of an EU initiative should include:

- Facilitating & stimulating development of CERT's

- Enhancing performance of CERTSs

- Enhancing collaborative working amongst CERT's

—  Facilitating information dissemination

- Facilitating added value analysis and assessment

~  Multidisciplinaty research

*  Customers for this initiative include policy-makers, senior managers, security managers, front-line
staff, SMEs and the general public. The EU should focus upon SMEs and the general public, who are

currently not well served.
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* There is a need for strong leadership from EU institutions to stimulate and provide seed funding for

an European-wide initiative.

Implementation of an EU initiative is not a straightforward process. This roadmap has identified three

sets of tasks that need to be addressed before actual deployment can begin.

Architecture

Principle:

Apny initiative should comprise a
small central organisation and
build  upon  existing  sharing

networks

Analysis of the appropriate mix of an open/closed
network model

Plan for integration with existing networks

Definition of requirements for a central facilitation body
Scoping of requirements for internal structure amongst
experts

Specification of technical architecture for secure
information sharing

Impact analysis of dissemination channels and
mechanisms based upon gap analysis of user

requirements

Business Model

Principle:

A hybrid funding model should
be adopted involving a mix of
public and private sector funding

Detailed market research based upon marketing and
demographic analysis of each category of potential
customers

Societal cost-benefit analysis of alternative European
funding models based upon each of the existing funding
models

Analysis of possible added-valued services and

opportunities for stimulation of new markets

Legal

Principle:

Must  operate in  conformance
with Community and national
commercial  codes & privacy

legislation

Feasibility report on main legal challenges
=  competition law

= data protection

= confidentiality

= liability
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1 Background

The success of the Information Society depends upon improving trust and confidence in the information
networks which citizens, businesses and governments are becoming increasingly dependent. Trust and
confidence is however being undermined by increasing numbers of security incidents as malicious
attackers exploit system vulnerabilities. These incidents also pose an increasing threat to society’s critical

infrastructures.

An important step towards addressing these risks would be to provide users with accurate, timely and
useable information so that they can take the necessary steps to protect themselves. Although such
information is available from various sources, it is generally not timely, comprehensive or reliable enough
to enable users to protect themselves. Many users have no access to information and advice in forms they

can use.

Industry and Member States are taking some steps to provide this information to stakeholders but the
risks and solutions are inherently transnational; for instance, all European users need timely warning that a

new virus is propagating through the Internet.

The need for a European wide initiative was recognised in the e-Europe 2002 Action Plan, which called
for stimulating “public/ptivate co- operation on dependability of information infrastructures (including
the development of eatly warning systems) and improve co-operation amongst national 'computer
emergency response teams.” The June 2001 EC Communication on network and information security

suggested to move towards a European Warning & Information System (EWIS).

In December 2001, the Transport/Telecommunications Council approved a tesolution that called on

Member States:

“by mid 2002 to review the effectiveness of national arrangements regarding computer
emergency response, which could include virus alert systems, with a view to strengthening,
where necessary, their ability to prevent, detect, and react efficiently at national and

international level against network and information systems disruption and attack.”

The June 2002 Seville Summit approved the draft eEurope 2005 Action Plan which included provision for
a Cyber-Security Task Force. The CSTF:

“should become a centre of competence on security questions, e.g. to develop with Member
States a concept for a European computer attack alert system; to facilitate cross-pillar

discussion; to improve trans-border co-operation.”

1.1 National and Sectoral Initiatives

These recommendations at EU level reflect intensive activity within the private sector and at national level

to improve warning and information sharing.*

4 These initiatives have been comprehensively summarised in two sources. First, DDSI’s workshops on early
warning and its Country reports have covered in detail initiatives in EU Member States (see www. ddsi . or g).
Second, the Information Assurance Advisory Council in the UK covered global and US initiatives in detail in its
papert Sharing is Protecting (Www. i aac. or g. uk).
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The Computer Emergency Response Team (CERTU) and Computer Security Incident Response Team
(CSIRT)> concepts have become increasingly popular since the late 1980s and many European users in the
cotporate, academic and government sectors now benefit from the activities of CERTSs/CSIRTSs.
Meanwhile, driven by US government policy, for-profit Information Sharing & Analysis Centers (ISAC)

have emerged since the late 1990s to meet the needs of large companies in critical sectors.

In the USA, intensive efforts are underway to integrate existing warning & information sharing activities.
For instance, there are initiatives underway to enable information exchange amongst ISACs. The Federal
Government is also developing a Cyber-Warning & Information Network (CWIN) to link CERTSs, ISACs

and network operations centres.

Many EU Member States have begun to develop warning and information sharing systems that involve
various elements of the private sector (e.g. ISPs, software vendors) and various public bodies and
regulators (e.g. national infrastructure protection bodies; telecoms regulators). There is great variety in the
models adopted by EU Member States and there are great differences in the extent to which such systems
are operational and their breadth of coverage. Nonetheless, the overall trend is towards more integrated
mechanisms involving the public and private sectors to provide timely warning and information sharing to

government, companies and citizens.®

In addition to government-inspired initiatives and CERTSs, an increasing number of ICT suppliers, from
software vendors to communication service providers, are providing a range of alerting and monitoring
services. These include provision of vulnerability alerts and patches; threat warnings and advisories;

network monitoring; and managed security services.

1.2 The Global & Political Context for Future EU Initiatives

Though market forces and national initiatives are developing structures to improve collection, analysis and
sharing of information, there is a danger that such initiatives will fragment or stovepipe in the absence of
co-ordination. EU initiatives must be able to integrate with regional and global initiatives.” Examples of
such initiatives include the Global Watch Network involving the USA, UK, Canada, Australia and New
Zealand and the APEC CSIRT Task Force.

EU initiatives also need to protect privacy and civil liberties, avoiding the negative public reaction that
attended the mooted US Federal Intrusion Detection Network (FIDNET). European initiatives must also
not disadvantage EU businesses with additional costs or burdens.

1.3 The DDSI Roadmap: Concept Development & Constituency Building

The DDSI Roadmap process® aimed to develop strategic concepts and build a constituency for EU

actions on warning and information sharing. The Roadmap process had two important features:

i) It developed a strategic vision for action

> In this paper, the terms CERT and CSIRT are used interchangeably. They are also taken to include related
initiatives such as Warning, Advice & Reporting Points (WARP).

¢ For a comprehensive review of initiatives, see the Country Reports at www. ddsi . or g.

For instance, the UK, US, Canada, Australia and New Zealand have concluded sharing agreements. Belgium has

done the same with Singapore and South Africa.

8 Detailed in Appendix 1.
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i) It included consultations with a wide range of stakeholders comprising the CSIRT community,
communications service providers, ICT suppliers, large corporate and government end-users,
SME business associations, citizens groups and emergency management/law enforcement/ critical

infrastructure protection agencies.

The Roadmap was developed by asking this wide community the following questions, as laid out in Fig. 1:

*  What is the state of the art? The dependability overviews presented in DDSI Workpackage 1 and 2

provided a comprehensive inventory of initiatives in Europe and around the world.
*  Given existing provision, is there a need for further action at European level?
*  What roles should any European initiative fulfil?
*  Who should be the customers of any such initiative?
*  How should an initiative be structured?
*  What business model should be adopted?

*  What legal issues need to be resolved?

The Roadmap Process has not provided definitive answers to all of these questions but it has made clear
the options and laid out the issues that will need to be tackled before implementation of any new initiative.

Further details of the Roadmap process can be found in Appendix 1.

Roles — | — Customers
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Fig. 1: Roadmap Process
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1.4

What’s in a Name?

Debate over a European initiative since 2000 has been complicated by the use of various terms. None of

these terms is neutral as all can imply preference for one structural solution or another. Terms used

include:

EuroCERT. This was a pilot scheme run by Terena from May 1998 to September 1999.

European Information Security Observatory (EISO). This term was used in Commission discussions
with Member States and stakeholders in spring 2001. Although never developed, the EISO concept
envisaged a body that could collect and disseminate information and act as both an operational liaison

point for CERTs and a stakeholder discussion forum.

European Warning & Information Sharing System (EWIS). This term appeared in the draft
Commission Communication on Network and Information Security later in 2001. The draft
communication proposed European actions both to stimulate the creation of CERTS, to network

existing CERT' and to organise European level data collection and analysis.

The resolution adopted by the Council of Ministers in December 2001 did not include the term
EWIS. Instead, it asked Member States to review their CERT and alerting provisions and requested

the Commission to make proposals for a Task Force to respond to network security problems

Cyber-Security Task Force (CSTF). The June 2002 EU Summit in Seville approved the eEurope 2005
Action Plan which, énfer alia, called on the Commission to establish a CSTF by mid-2003.

One of the functions of the CSTF would be to “develop with Member States a concept for a

European computer attack alert system.”

Warning & Information Sharing in Burope (WISE). The title of a proposed FP5 project by an
industry/CERT consortium to prepate a detailed roadmap for enhanced European capability to

provide warning and information sharing.

Cyberworld Awareness & Security Enhancement Structure (CASES). The title of a proposed e-#en
project to link Member State CERT points of contact.

In many policy areas, it has been common to lannch initiatives with a preconceived view of the organisational answer to a
policy challenge. An important finding of the DDSI Roadmap is the need to start with a view of the service to be delivered to
Europe’s citizens and only then to systematically analyse the means by which that capability can be delivered.
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2 Is There a Need?

European policy-makers have identified warning and information sharing as areas in which there are
capability gaps. One of the aims of the DDSI Roadmap exercise was to examine this hypothesis by

consulting with providers and users of information services.

Our consultations have indicated a consensus amongst providers and users that there is indeed a
requirement for enhanced European-wide capability in this area. There is less of a consensus on
the outputs or on how such a capability should be provided.

Our analysis and consultations indicate that:

* Governments and regulatory bodies need information about vulnerabilities, inter-dependencies,

threats and incidents so as to devise policy responses

* Industry views better sharing of information about electronic risks as necessary for risk management

and COIpOIﬂtC governance

*  Civil society secks independent data about online vulnerabilities and threats to counter widespread

“technical ignorance” about online risks

Most existing services provided by CERTs/CSIRTSs within the EU deliver essential and highly technical
services to tightly defined user communities. Whilst some countries are experimenting with national
warning systems, as yet no Member State has a comprehensive warning and information sharing system

that identifies its core community as all members of a certain nationality. Therefore, we have found that:

As the majority of citizens and small businesses do not fall into the government, academic or

corporate communities, they have no adequate current level of information provision
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3 Roles

The starting point for European action to improve capabilities for warning and information sharing must

be a clear definition of the desired outputs and results.

It is first necessary to define the high level goals of European action. This roadmap proposes that the aim

of Buropean action should be®:

To ensure that an appropriate level of security information is available to a// users of information

systems in the EU.

This will involve facilitating broader and more tailored provision of information to users.

Broader provision is required since, whilst research, government and large corporate users of information
systems have a degree of coverage from existing CERT and commercial services, coverage of the broader

business community, SMEs and the public is minimal.

More tatlored information provision reflects the fact that existing services do not yet meet the needs of all

users.

3.1 What Information?

Information sharing on network security has many facets. Information may be shared about system
behaviours; about vulnerabilities and exploits; about infrastructure dependencies and interdependencies;
about aggregate threat trends and risk profiles; about real-time incidents and attacks; and about best

practice solutions, including security awareness programmes.

EU policy documents have focused upon “warnings”0 and “alerts”!! as the goals of enhanced European
capabilities. In fact, these are necessary but not sufficient parts of the information services that should be

provided.

The nature of network security is such that providing warnings/alerts alone will be of limited benefit.
Warnings are likely to be both too general and too frequent to persuade users to take effective action.
Most ICT users, in particular SMEs and individuals, lack the technical and operational knowledge required
to respond to alerts. Providing warnings and alerts without also providing tailored advice and assistance

may be worse than useless.

Decisions will need to be made about the extent to which the information focuses upon electronic attacks, versus,
for instance, physical, natural or business threats. Decisions will also need to be made about the extension of the
service to EU citizens and businesses based outside the territory of the Union and extension of the service to
Newly Associated States.

Warnings: Urgent predictions about imminent short-term #hreats that often include information about the intent
of attackers. Occasionally, longer-term specific warnings may be practical.

11" Alerts: Collated and validated information about vulnerabilities gathered from sources including software vendors,
CERTs and from detection monitoring. These can be disseminated individually in an ongoing trickle, or after
collation as weekly or fortnightly bulletins.

Page 14



DDSI-Warning and Information Sharing: A Roadmap

In order to ensure effective management of network security risks across society, users need access to a

set of products:

* warnings and alerts
e threat assessments

* helpdesk services

* educational products

Warning products range from urgent warnings, to mid-term vulnerability alerts. Warnings and alerts trigger
escalation of defensive status and the patching of vulnerabilities. It is important to define precisely the
purpose of warnings; for instance, warnings of a virus outbreak need to be broadcast widely whereas

warnings of a Distributed Denial of Service attack need to be channelled to key nodes, such as ISPs.

Threat assessments comprise aggregated trend and statistical information concerning the likelihood and
impact of cyber-threats. They are necessary for policy-making and risk management, including risk

sharing and transfer via insurance.

Broader helpdesk services are important to enable users to make effective use of warnings and alerts and to
recover from incidents. In addition, when users receive help, they reciprocate by supplying detailed

incident information that may generate warning products.

Eduncation and ountreach products range from best practice and standards development to dissemination, and
mentoring activities and training for new CERT teams. The aim of education and outreach is to ensure
that all information system users have an appropriate level of understanding concerning security and
understand how to react and who to contact in the event of a security incident. In respect of most users,
the real challenge is not simply production of more materials but rather communication and take-up

activities.

3.2 Tasks

In order to achieve the goals outlined above, this roadmap proposes that the EU can add value to existing

initiatives by focusing upon the following tasks:

*  Facilitating & stimulating development of CERT's
* Enhancing performance of CERTs

*  Enhancing collaborative working amongst CERT's
*  Facilitating information dissemination & take-up

*  Facilitating added value analysis and assessment

*  Multdisciplinary research

Three initial projects launched under IST FP5 have made a good start in addressing some of these tasks.
TRANSITS seeks to enhance CERT performance through training of staff; eCSIRT .net seeks to improve
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collaborative working through developing data exchange; EISPP facilitates information dissemination by

targeting the user requirements of SMEs.12

3.3 Measures of Effectiveness

Information sharing on network security operates in a resoutrce-constrained environment. There are
relatively few experts capable of providing warning, alerting and analysis services. Users of information,

whether corporate or individual, have relatively limited desire for additional sources.

Therefore, any action at European level must add value to existing efforts and must not subtract value.
For instance, it must not draw resources from operational units, confuse users with mixed messages or

undermine existing trusted international sharing arrangements.

Any European investment should also be rigorously assessed to ensure it is achieving its goals. Metrics to
assess the effectiveness of European action will be an important component of any additional activity.
Measures of effectiveness in this domain are often simplified into input measures (e.g. number of
warnings issued); anecdotal evidence (e.g. self-selected feedback from users); or financial measures (e.g.

commercial sustainability of the service).

While these measures have the benefit of being easy to assess, a more reliable audit should be designed to
address the impact of the information sharing investments against the EU’s social and economic goals.
Operational output metrics (e.g. rate of virus propagation before and after service enhancements) and user
behaviour metrics (e.g. utilisation by users of warnings or educational products to patch software) could

be combined with wider measures of trust and confidence.!3

12 'These projects are detailed in Appendix 3.
13 See: Statistical Indicators Benchmarking the Information Society (IST-2000-26276)
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4 Customers

Once the general products of an enhanced warning and information sharing capability at European level

have been defined, these can be matched against the needs of potential customers.!

The five potential customers are:

Policy-makers: who need reliable updates about electronic threats to assess potential national and

international social and business implications

Senior managers: who need threat and trend analysis to structure appropriate internal IT and

operational controls and good corporate governance

Emergency management/Information security managers: who need warning information to plan
appropriate management responses to large-scale electronic attacks that can lead to operational,

market and reputation disruptions and regulatory compliance failures

Front-line staff: who need technically detailed information and data about recent, current and

potential future attacks to develop protection, detection and reaction mechanisms

SMEs and general public: these two actors require less-technically specific information to operate
safely online and, at the same, acquire the necessary basic skills to implement information security

management and technical procedures

Policy-makers

Emergency/

i Senior Managers
infosec managers Wi & &

Information Shanng
Initiative

Front-line staff SMEs & public

Fig. 2: Potential Client Structure for a Warning and Information Sharing Capability

These customers can be matched against the information products outlined above as follows in Fig. 3:

14 See the October 2001 and January 2002 Workshop reports for more detailed breakdowns of customers. The

R&D community also requires various elements of this information.
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Warnings /alerts Threat Helpdesk Education/
Assessments Best Practice

Policy-makers < X
Senior Managers X X
Infosec X X X
managers/emergency

management

Front-line staff X X X
SMEs & public X X X

Fig. 3: Customer/Product Matrix

Within each category, each target audience will require vatrious information products tailored to their

needs.
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5 Architecture

Once the tasks and customers are defined in detail, the next step is to undertake a detailed analysis of
architectural and technological structures. There is substantial experience on which to build from other

information collection, analysis and collection mechanisms.

The main challenges will be around building effective business processes that link added value European capability into

existing networfks.

5.1 An Open or Closed Network?

The customers listed above should not be viewed merely as recipients. They are also potential providers of
data. In order to foster two way information exchange, it is necessary to create a two way sharing network,
which can be either open or closed. In the first case, everybody can provide electronic attack information
to the European network. In the second case, access to the network is restricted to selected individuals or

organisations.

The main benefit of an open network is that collection and distribution of data involves a larger number
of individuals. However, the quality of the information may be severely compromised due to widespread

“technological ignorance” and also by the possibility of malicious insertion of misleading data.

In contrast, access to a closed network will be determined according to technical and professional criteria.
There are already several examples of selection processes such as Terena’s Trusted Introducer Initiative
CSIRTSs!> and the Forum for Incident Response and Security Teams (FIRST)!S.

Although the closed network approach may be more conducive to the satisfaction of legal, business and
commercial requirements, it may also alienate those who are outside as they may not be allowed to
provide electronic attack data. This is significant since it is important that any architecture permit the

infrastructure to experience “network externalities,”!” i.e. a virtuous circle of growing use.

Any architecture should therefore allow for a larger number of actors to provide information, something

that will benefit them and the incumbents of the warning and information sharing network.

5.2 Structure

Based upon wide consultation, this roadmap advises against the concept of a large, centralised
coordination centre. This was felt to be unnecessary, impractical and ineffective. Instead, any European
initiative should build on existing networks of trust and expertise since information sharing cannot be

mandated but needs to be built upon voluntary trust relationships.

A European initiative should therefore be characterised as a programme of activities focused upon

delivering the information and actions outlined above.

15 For more information see htt p: // www. ti . terena. nl / (visited on 25 April 2002)

16 For more information see ht t p: // www. fi r st . or g (visited on 25 April 2002)

17 Concerning the notion of network externalities see Michael Katz and Carl Shapiro, 'Network Externalities,
Competition and Compatibility', American Economic Review, vol. 73 no.3 (April 1985), pp.424-440.
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It should have the following components:

* A small centre that would have the role of facilitating networking, undertaking analysis and
assessment, facilitating best practice and guidance for security community. This centre could be either

real or virtual.

* A network of experts who would form an active community in frequent contact. This network would
be built on existing networks but would be extended outwards to ensure other networks of experts

and dissemination channels were included.

* Dissemination channels based upon systematic analysis of the needs of differentiated audiences and

partnerships with communication channels at sectoral and national levels.

The diagram below captures the structural requirements for a European network.

Experts <= Disseminators <@ Users

Experts would consist of individuals and organisations who originated analysed information products
(warning, educational or assessments). These could include CERTs/CSIRTs/ISACs, R&D centres ot
government bodies. Disseminators would provide channels to users and could include business
associations and corporate IT or security departments. CERTSs and the like would also disseminate
directly, so there would be overlaps between the categories. Users represent those individuals and
organisations who are the victim of incidents and who need to take action to improve the security of their

systems.

This model means that three distinct parts of the structure need to be developed.
*  First, a small central body to facilitate networking.

*  Second, the internal architecture, i.e. communication and collaboration between the experts. This is
the sort of activity currently carried out through mechanisms such as TF-CSIRT and bilateral national
agreements. This internal architecture needs to build upon these, often personal, trust relationships
but needs to be expanded to include more organisations. This architecture poses a number of
technical and organisational challenges including: procedures and techniques for secure and
anonymised communication and reporting; trust relationships, possibly including certification

procedures.

* Third, dissemination channels to users. The key point is that different end-users require different
messages, different products and different levels of helpdesk support. Certain users are fairly well
provided for, such as system administrators in large corporations and central government. Other
users are hardly covered at all, such as home users and SMEs who require easy to act upon

information and advice as well as access to more detailed info on pull basis.

Previous research has identified the key stakeholder and user communities and a start has been made on
identifying the most effective communication channels and messages. The next step should be a

systematic review of the gaps in provision.
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5.3 Recommendations

Principle:

Any initiative shonld comprise a small central organisation and build npon existing sharing networks.

The next steps should be:

Analysis of the appropriate mix of an open/closed network model
Plan for integration with existing networks

Definition of requirements for a central facilitation body

Scoping of requirements for internal structure amongst experts
Specification of technical architecture for secure information sharing

Impact analysis of dissemination channels and mechanisms based upon gap analysis of user

requirements
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6 Business Model

Any European initiative requires financial commitment. Consequently, a sustainable business and funding

model needs to be devised.

A comparative analysis of existing warning and information sharing initiatives suggests four generic

funding templates'$:

6.1 Government Managed Organisations

These employ civil service or military personnel depending on their organisational setting. The National
Infrastructure Security Coordination Centre (NISCC) in the UK and the National Infrastructure
Protection Centre (NIPC) in the USA are examples.!” The former provides free information products
(alerts, briefing and help-desk) to UK government institutions and, through its website, to the public as a
whole. The NIPC’s Infragard Program collects, analyses and disseminates electronic attack related data to
the general public. Certain information is provided only to individuals and organisation with the

. . 2
appropriate security clearances.

Other examples are provided by France’s CERT-A, the Netherlands’ CERT-RO, Germany’s CERT-
BUND, and Finland’s CERT-FIL.

6.2 Public-private Partnerships

These partnerships come in various forms. One model is partially or wholly owned companies created by
government institutions whose staff are a mixture of personnel from private and public organisations. An
interesting example was Action 2000, a private company owned by the UK Department of Trade and
Industry?! set up to tackle Y2K.

Another model is provided by the Belgian e-Security Platform (BIPT). This national virus alert system is a
joint project of the Ministry of Telecommunications and stakeholders such as ISPs. Austria’s CIRCA is
likewise a partnership between the Federal Chancellery and the Austrian ISP Association. Norway’s VDI,
a joint project between the intelligence services and major companies to monitor intrusions, is an example

of a more formal partnership for information exchange.

6.3 Private-sector-owned Sharing Organisations

Whilst an increasing number of organisations have their own CERTs/CSIRTSs which sometimes interact
through sectoral bodies or global structures such as FIRST, there are other bodies structured around, for

instance, industry sectors that provide functionalities to their membership. These bodies have various

18 For more detailed assessments of these business models, see: European Warning & Information System: Issues &
Options Paper for Workshop, 16 October 2001 and Information Assurance Advisory Council (IAAC), “Threat
Assessment and Early Warning Working Group: Information Sharing Review” available at
http://ww.iaac. org. uk.

19 see htt p: // www. ni ssc. gov. uk (visited on 21 April 2002) and ht t p: // www. ni pc. gov. (visited on 21 April

2002).

More information about this initiative is available at ht t p: / / www. i nf r agar d. net (visited on 25 April 2002)

2l For more information see ht t p: / / www. t askf or ce2000. co. uk/ (visited on 25 April 2002)

20
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structures. Some are run by for profit service providers, others are not for profit industry consortia.
European examples include CERT-IST and CERT-Intexxia in France and BITKOM CERT in Germany.

A particular form of the privately-owned sharing organisation is the Information Sharing & Analysis
Center (ISAC) which emerged from the USA in the late 1990s. ISACs have been formed in vertical
industry sectors. They are funded by member subscription and often outsource the management of the
service to a for profit provider. ISACs have had varying success; large companies seem willing to pay for

some of their services but are often reluctant to share information with their peers.

In addition, a number of commercial organisations offer warning information as part of their broader
range of security or network management services. Whatever the particular structure, the sharing of
incident and vulnerability information is strictly regulated through contracts and service level agreements
(SLAs).

6.4 Academic-sector organisations

These are academic initiatives that freely deliver their information and data to all interested parties. The
primary example is Computer Emergency Response Team Coordination Centre (CERT-CC), based at
Carnegie Mellon University.?? It collects and distributes information and data provided by CERTSs based
all around the world. Government organisations or national research bodies usually fund academic
CERTs.

Some of these academic institutions are starting to provide commercial services. CERT-CC, for example,
is delivering a premium service to members of the Internet Security Alliance, a joint initiative between
CERT-CC and the US Electronic Industries Alliance, a leading US trade association. This move towards
commercialisation is in part a result of declining funding from core government sponsors such as the
Department of Defense.?> AUSCERT in Australia, although based at a University, counts companies

among its membership base.

In Europe, the trans-European academic network (TERENA) constitutes the most important forum for
international networking and cooperation amongst CERTSs, via its Task-Force CSIRT. Although

originally an academic body, TF-CSIRT now also involves many private sector and government bodies.

6.5 A Business Process Analysis

A business model for a European initiative must take account of customers, funding sources and
information providers. At one extreme it is possible to envisage a public sector model in which the EU
and/or Member States fund the setvice and make the products free at point of use. Another extreme is a
wholly for profit service in which the service is run on a commercial basis and all users are charged. In
practice, most countries are experimenting with hybrid and partnership approaches. At European level,
such an approach is also likely to be attractive. An important output of a European initiative would be to
sensitive users to the value of information security. The service will need to be paid for by all users, even

if indirectly.

22 For more information see ht t p: / / www. cer t. or g (visited on 25 April 2002)
2 For more information see ht t p: / / www. i sal | i ance. or g/ about us/ (visited on 25 April 2002)
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After an examination of customers, services and possible funding sources, this roadmap proposes a hybrid
funding model along the lines of figure 4 below. The principle is that public funding is only used where
the market will not provide; one of the purposes of EU investment would be to stimulate the matket and

so encourage the development of new markets, for instance for integrators and infomediaries.

CERTs etc. Awareness

NS

< Integrators

v

l A ‘ Products
: A
Business Government l
Customers

Fig. 4: A Funding Model

In Fig. 4:
— Information flows are solid arrows. Funding and information flows are broken arrows.

— 'Integrators' is used as a collective term to include ISPs, Vendors and Developers. It also includes Consultants, who

would use information sharing to enbance the service they offered.
~ 'Business' is used to describe both large commercial companies and SMEs, and will also include some Integrators.

~ 'Infoshare’ conld be a deliverable of the European warning work; it counld comprise a framework and solution
components. The belpdesk function, perbaps the most costly component, may be best decentralised.
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6.5 Recommendations

Principle:

A hybrid funding model shonld be adopted involving a mix of public and private sector funding but sufficient public funding
should be provided for the European capability to retain its objectivity. EU investment should be targeted to stimulate the

development of a sustainable market for network security information.

European Commission actions should include:

* Detailed market research based upon marketing and demographic analysis of each category

of potential customers

* Societal cost-benefit analysis of alternative European funding models based upon each of the

existing funding models

Assessment of market opportunities provided by new ICT technologies and business models

(wireless, web aggregators, the GRID, etc)

*  Analysis of possible added-valued services and opportunities for stimulation of new markets
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7 Legal Considerations

Whatever the business model chosen, any European initiative will face legal challenges.?*

7.1 Administrative Legal Concerns

The first legal issue would be the administrative status of any European central body or network. For
example, this body may be established as a partnership or a semi-partnership. It is also viable to conceive
the case of a company with or without limited liability. Alternatively, it may be established as a not for

profit entity.

Whatever the specific administrative status, competition or “anti-trust” concerns may need to be
addressed in the case of direct involvement of private sector entities. Due to the activities of this network
and its expected membership, it is possible to consider this undertaking as a “horizontal agreement”

between private companies.

Assuming that the main function of this body is to foster warning and information sharing, it is possible
to speculate that it would not face anti-competition restrictions from the Commission. Therefore, it
should restrict itself to “simple exchanges of information (statistics, market research or comparative
studies)”. More importantly, it should “not involve any restrictions on the actions of the undertakings (i.e.

private companies)” and any “recommendations that might induce parties to behave in an identical way” .25

This European body may also want to undertake research and development projects. The Commission

may allow competing private companies to cooperate providing that the following conditions are satisfied:
a) joint research and development of products or processes with joint exploitation of the results

b) joint exploitation of the results of the research and development jointly carried out pursuant to a

prior agreement

¢) joint research and development of products and processes excluding joint exploitation of the

results

The assumption above has been the establishment of a private entity to which companies and public
institutions may have access upon the payment of some sort of due. However, it is also possible to
consider the establishment of an agency as part of the European Union institutional framework. Whatever
the staffing and geographical location, the main issue would be to determine carefully the degree and

nature of authorised access to information submitted by public and private organisations.

This is particularly relevant if the electronic attack data may be related to criminal offences. Recent

developments such as the proposed Council Framework Decision on attacks against information

24 Tt should be noted that a substantial part of the resources devoted to establishing the IT-ISAC in the US was
consumed dealing with legal issues.

2 For more information see D.G. Goyder, EC Competition Law, (Oxford, Oxford University Press, 2002) or
Alison Jones and Brenda Sufrin, EC Competition Law, (Oxford, Oxford University Press, 2001).
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systems,? the creation of a European-wide arrest warrant?” and the establishment of judicial cooperation

structure like Eurojust,? will impact on the activities of this body.

Roadmap consultations failed to resolve the extent of law enforcement involvement in this network. In
general, there was a recognition that there was some need for law enforcement visibility of data but that
an intimate involvement of law enforcement in the network may hamper the open disclosure of

information.

7.2 General Commercial Legal Issues

Whatever its proposed administrative status, a European network would be considered as an “information
society service provider” according to the terms of the May 2000 European Union Directive on

Electronic Commerce.?” These activities may open this body to liability concerns.

First, this organisation may be viewed as liable in relation to the information it provides and disseminates.
Information, for instance, may be incorrect or delayed. Further, actions based on the provided

information may lead to additional vulnerabilities when implemented.

In addition to the potential liability issues related to the information disseminated, the body may also need
to comply with business confidentiality requirements. This is particularly relevant if the body receives un-
sanitised attack information from a private and/or public institution. Without legal and operational
assurances about the preservation of this data, the body will not be able to fulfil its mandate since

organisations will be reluctant to provide information and data.

Another legal issue to be addressed refers to the intellectual property rights concerning the data provided
to this body. Although this point requires additional investigation, one option would be that the third
party providing electronic attack data may forgo any commercial rights to it. However, the situation
becomes more complicated in cases where a specific revenue-generating product (ad-hoc advisory or

software security solution) is developed based on this freely provided attack data.’

A final concern refers to the eventuality of the network handling personal information. In this case, it will
need to fulfil all the necessary statutory requirements detailed in national and European data protection

legislative measures.>!

26 European Commission, “Proposal for a Council Framework Decision on Attacks Against Information Systems”
Doc. COM (2002) 173(01), 19 April 2002 available at htt p: // wwv. eur opa. eu. i nt/ eur -1 ex/ en/ conl
pdf / 2002/ con2002_0173en01. pdf (visited on 25 April 2002)

27 European Commission, Framework decision on the European arrest warrant and surrender procedures between
Member  States, available at http://ww. europa. eu.int/eur-1|ex/en/conm pdf/2001/en_501
PC0522. pdf (visited on 25 April 2002)

28 For more information see the website of the European Justice Network at http://ue.eu.int/ejn/
i ndex. ht m(visited on 25 April 2002)

2 Eutopean Union, “Directive on  Electronic =~ Commerce” Directive 2000/31/C  available at
http://ww. europa. eu.int/snmartapi/cgi/sga doc?snmartapi! cel exapi! prod! CELEXnundoc&
| g=EN&nundoc=32000L0031&model =gui chett (visited on 25 April 2002)

30 Jt is interesting to note that the US IT-ISAC appears to have taken a different approach to IPR from the FS-
ISAC.

31 An interesting overview of the potential complexities associated with privacy and data sharing is provided in UK

Cabinet Office, Performance and Innovation Unit, Privacy and Information Sharing: The Way Forward for Public
Services (London: Cabinet Office, April 2002)
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7.3 Recommendations

Principle:
Any initiative must operate in conformance with Community and national commercial codes & privacy legislation.

The Commission is invited to carry out the following initiatives:

* adetailed feasibility report on the main legal and operational hurdles potentially faced by this
body

* adetailed comparative analysis of legal frameworks of EU and non-EU member states in the
area of warning and information sharing

* establishment of a small legal team to both assist in the establishment of this body and to

provide continuous legal support
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Appendix 1: The Roadmap Process

DDSI used the following roadmap process:

*  Country overviews that collected information about warning and information sharing initiatives from
EU Member States, Newly Associated States, other states (e.g. USA, Canada, Australia) and

international organisations.

* Focused surveys of providers of warning and information sharing services and selected end-users,

using semi-structured phone interviews and participation in expert workshops, e.g. TF-CSIRT
*  Preparation of background issues and options paper
*  Knowledge capture and options analysis in two workshops:

— European Warning and Information System Workshop co-organised by the Joint Research Centre of the
European Commission and DDSI, Brussels, 25-26 October 2001; final report available at
http://ewis.jrc.it

~ Warning and Information Sharing: Technical, 1.egal and Commercial Issues - 17-18 January 2002, Brussels;
final report available at ht t p: / / ww. ddsi . org

*  Draft of final roadmap; circulation for comment to identified stakeholders in Europe

*  Final Roadmap completion

The Workshop Process

The October 2001 and January 2002 workshops were vital milestones in the development of this
Roadmap. These workshops involved a wide range of stakeholders from both providers and users of

warning and information sharing services. The workshops:
* cnabled the roadmap to capture the state of the art and emerging trends in Europe
* enabled the roadmap to build and reflect a broad consensus on the way forward

e catalysed a range of initiatives to take practical steps towards implementation of the roadmap

recommendations

The workshops were designed as short-term roadmapping exercises. The desired high-level end-state was
floated in the issues paper presented to the October workshop and endorsed by participants. Discussions
during the remainder of the workshop sessions focused around the short and medium-term steps that

would be required to achieve this end-state.

The full workshop reports, presentations and background papers are available from wwy. ddsi . or g but it

is helpful to recap the main results here.

Workshop 1

The October 2001 workshop was intended to “advance the European Commission’s action on the

development of improved EU capabilities to provide early warning” of network and information security
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threats”.  Workshop participants included CERT/CSIRT experts, telecoms and Internet Service

Providers, ICT vendors, private sector end-users and public officials. 32

Workshop Questions

The workshop was structured around discussion of the following questions:

*  What is the added value of a European Warning & Information System (EWIS)? In other words what
is the European dimension of network security incidents and what is the rationale for transnational

action and co-operation?
*  What is required in terms of warning and information exchange? What is technically feasible?
*  Who would EWIS serve and who would be engaged in the network?
*  How might EWIS operate? How centralised/decentralised a model should be adopted?

*  What actions are already underway in member states & industry that may be complemented by EU-

level action?

Participants were asked to focus upon the following themes which were identified as central to answering

the above questions:
*  Social and economic aspects (e.g. business models, legal & privacy requirements)

* Business and end-user requirements including scope of EWIS (early warning; threat assessments;

information exchange; alerting; response)

*  Co-operation mechanisms (e.g. collaboration between CERTSs & ISACs, interactions of CERTSs with

end users; funding and structural issues)

*  Technical aspects (e.g. infrastructure for incident response, incident taxonomy, standardisation and
security of data exchange, data aggregation, integration with intrusion detection/fault tolerant R&D

Initiatives, etc.)
*  Legal aspects (e.g. liability issues, contractual issues, privacy/confidentiality requirements, etc)

* Global standards (e.g. establishment of common architectures with emerging global

industry/government warning & alerting mechanisms)

Workshop Results

Workshop participants agreed that any European warning and information sharing capability should

ensure an appropriate level of security information and advice to all users of information and network

systems. A European capability should build on Europe’s existing networks of trust and expertise.

There was a majority view that a large, centralised coordination centre was unnecessary and should not be

established.?® Instead, participants agreed on the need to create a small “added value” centre to

32 The final report of this wotkshop is available at http://ewis.jtc.it/. Ptior to the workshop, an issues and options
paper was released to all participants. See Lorenzo Valeti, Andrew Rathmell, Michael Knights, Marc Wilikens and
Marc Hohenadel, European Warning and Information System: Issues and Background Paper, Available at
http://ewis.jrc.it/

3 Though some participants did make the case for a more centralised, top-down structure along the lines of the
CMU CERT-CC.
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facilitate networking activities, to coordinate a group of experts and to define dissemination channels to

cater to the needs of various users.

Delegates agreed upon several particular tasks for a warning and information sharing initiative:

» First, to stimulate warning and information sharing initiatives beyond the already established
CERTs/CSIRTSs and ISACs.

* Second, to structure training measures, as well as technical and management standards. These

programmes should be organised to accommodate Europe’s linguistic and cultural differences.

* Third, to develop multidisciplinary research approaches including “softer information security issues”

related to human factors and social communication.

Workshop 2

The January 2002 workshop built upon these findings.>* The workshop had the following aims:

* To consolidate the cross-sectoral and international community of stakeholders and other interested

parties with a direct interest in early warning
* To provide analysis & recommendations on three priority topics:
- Commercial and funding issues
- Architecture
- Legal Issues

* To prepare the way for future activities and initiatives in this area

Concerning the legal challenges, delegates emphasised concerns about data protection, privacy,
competition, liability, intellectual property, criminal law and regulatory concerns in the context of the

evolving EU legal framework concerning electronic commerce and telecommunication services.

In relation to commercial and funding issues, delegates focused on trying to structure the demand for a

European warning and information sharing (WIS) body and, consequently, its revenue stream.

The architectural and technical discussions were devoted to assessing data collection, processing and
distribution strategies. In addition delegates discussed the technical complexities related to providing data

and information in different languages and timescales.

3 The final report was prepared by Lorenzo Valeri and Andrew Rathmell and is available at
http://ww. ddsi . org/ DDSI / Event s/
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Appendix 2: Existing Capabilities

An important finding of the DDSI Roadmap was that substantial capabilities already exist for providing
information about dependability-related vulnerabilities and threats to European stakeholders. It is crucial
to build on these existing structures since information sharing depends upon the establishment of trust
relationships; this will differ in each industry and in each society.

This appendix provides an overview of the capabilities identified during DDSI. A full list of European
CERTSs/CSIRTS is attached as appendix 5. Further details of the initiatives can be found on
www. ddsi . org.

CERTs & CSIRTS

There are currently some 120 members of FIRST around the world. Seventy nine are in Europe. These
can be subdivided by category:

Academic/Research Network CERTS: 38
Government CERTS: 8
Private Enterprise CERTS: 30
General: 3

As noted in appendix 5, there are also a number of warning and information sharing initiatives such as
CIRCA and BIPT which are not CERTs. A significant development in the past two years has been the
evolution of government CERTSs into bodies with wider remits, sometimes reaching out to industry or
citizen users as a whole.

There are significant variations in national approach. For instance, the Netherlands has a great many
CERTs, typically each connected to a single university, most are not involved in FIRST. However, two of
the largest CERTS (CERT-RO and UNI-CERT) are connected to FIRST. By contrast, of the UK’s 13
CERTs, only one does not belong to FIRST. The UK also has the largest number of government-related
CERTs.

ISACs

Commercial information sharing initiatives such as the US ISAC model are not yet well-established within
the EU, though European organisations with US subsidiaries receive products via internal
communications channels. The WorldWide ISAC, based in London, has a small number of members
from UK-based end users. However, efforts to replicate US ISACs in the EU, such as the SAINT
initiative in the UK, have been hampered by the reluctance of US-based market leaders to replicate the US
experience. No European country has yet followed the South Korean or Japanese model of establishing a
“national” ISAC.

Other Information Sharing Experiences

Both private and public sectors have long experience of information sharing at many different levels and
through many different channels. Within economic sectors, notably banking and telecoms, there are long-
established mechanisms for confidential exchange of information on fraud and crime. In safety-critical
industries such as rail and air traffic, there are proven channels to encourage “no-blame” reporting of
safety incidents. In the energy and electrical sectors there are facilities to share information on faults.

Page 32



DDSI-Warning and Information Sharing: A Roadmap

Appendix 3: EC-supported CSIRT Initiatives

The European Commission IST programme currently supports three CSIRT initiatives, which began work
in 2002.

TRANSITS, Training of Network Security Incident Teams Staff?> (1ST-2001-39118)

TRANSITS is a three-year European project to promote the establishment of Computer Security
Incident Response Teams (CSIRTSs) and the enhancement of existing CSIRTs by addressing the
problem of the shortage of skilled CSIRT staff. This goal will be achieved by providing specialist
training courses to train staff of (new) CSIRTS in the organisational, operational, technical, market and

legal issues involved in providing CSIRT services.

In particular, TRANSITS

~  develops, updates and regularly revises modular training course material
- organises training workshops where the course materials are delivered

- enables the participation of staff members of (new) CSIRTSs in these training workshops, with a

particular emphasis on the participation from the EU Accession States

- disseminates the training course materials and ensures exploitation of the results.
¢CSIRT net, European CSIRT Network (1ST-2001-37558)

eCSIRT.net focuses on the deployment of new techniques and practices that will satisfy the basic, nay
existential, need of incident response teams (CSIRTs) to much more efficiently cooperate and
exchange incident related data, and to collect shared data for statistical and knowledge-base purposes.

The take-up of techniques in trial form that is proposed here will serve the following goals:

1) to enable a standardised and unambiguous exchange of incident related information between the
CSIRTs involved;

2) to enable the collection of standardised and unambiguous incident statistics to serve the CSIRTS

involved, and in a generalised fashion the public;

3) to enable the collection of standardised and unambiguous incident related data, followed by

intelligent generation of warnings and emergency alerts, to serve the CSIRT's involved.
EISPP, The European Information Security Program (1ST-2001-35200)

The European Information Security Program (EISPP) project aims at providing European SMEs with
IT Security services in order to give them the necessary trust in e-commerce which is important in
developing their businesses. To meet the objectives of the project, a European consortium composed
of highly competent and complementary technical and user/stakeholder partners has been created:
the participants come from 7 different countries, and ate prominent members of the IT security
industry sector, from the service supplier sector and Universities. Some of them have close relations
with SMEs, like Chambers of Commerce and Industry and CLUSIx, and will be key actors of the
project. Through project completion, it is expected to set up an "open" European CERT network of

expertise that will stimulate private/public sector co-operation in the prevention domain.

3% http://ww.ist-transits.org/
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Appendix 4: Workshop Participants

Albert, Jason: Covington & Butling (on behalf of Microsoft)
Arvidsson, Jimmy: Telia AB HQ

Asher, Lawrence: IGSS - Integralis Global Security Services
Beccari, Giuseppe: TILAB

Bertagnolio, Luca: Cisco Systems Europe

Bierschenk, Hans-Joachim: BITKOM

Bircher, Daniel: Ernst Basler + Partners Itd

Botterman, Maarten: RAND Europe

Bowden, Caspar: Foundation for Information Policy Research
Brouaye, Francoise: Ministere de I'education Nationale & Ministere de la Recherche
Bruno, Stefano: Ernst Basler + Partner

Bruschi, Danilo: CERT-IT/ CLUSIT

Bryant, lan: Ministry Of Defence, UK MOD CERT

Burnett, Peter: NISCC, UNIRAS CERT

Christiansson, Henrik: Swedish Defence Research Agency (FOI)
Coolen, Rutger: TNO

De Stempel, Camille: AOL Europe

Deswarte, Yves: LAAS-CNRS

Dreyer, Cort: Netherlands Ministry of Trade & Industry
Dumortier, Jos: University of Louvain

Ehrhardt, Franziska: TimeKontor AG

Einzinger, Kurt: ISPA Internet Service Providers Austria
Gantzias, George

Gattiker, Urs E: EICAR

Gellert, Olaf: DFN-CERT GmbH

Gilles, André: CERTA

Giovenca, Pietro: Istituto per la Promozione Industriale
Haering, Kurt: Infosurance Foundation

Harris, John: PricewaterhouseCoopers

Harrison, John: Smart421/CSSA

Hellwig, Otto: Austrian Bundeskanzleramt

Henrik, Christiansson: Swedish Defence Research Agency
Herrero, Jose: ISEDEFE

Hohenadel, Marc C: Institute for the Protection & Security of the Citizen
Hubner, Gerold: Microsoft Germany

Jahten, Eivind: Netherlands Ministry of Trade & Industry
Jantsch, Susanne: IABG GmbH

Kelter, Ernst: IBM Germany

Koek, Mark: TERENA Ttrusted Introducer

Koeppel, Thomas: Federal Office of Police Affairs
Kossakowski, Klaus-Peter: Kossakowski GmbH

Lacey, David: Consignia

Laga, Joost: Cabinet of the Belgium Minister for Telecommunications
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Leitert, Thomas: TimeKontor AG

Leemans, Hans: Member EuroISPA

Lointier, Pascal: CLUSIF

Luiijf, Eric: TNO

Maj, Miroseaw: Head of Cert Polska

Manso, Candido: Head of Research

McCutcheon, Tom: Defence Science and Technology Lab
Micca, Stefano: TILLAB

Miqueu, Michel: CERT-IST

Montolivo, Emilio: Securteam Marconi

Mullen, Thomas: British Telecommunications

Nevitt, Peter: Interpol

Pastor, Oscar: Ingenierfa de Sistemas para la Defensa de Espafia ISDEFE) (ES)
Rafting, Anders: Swedish National Post & Telecom Agency
Rathmell, Andrew: King's College London

Rocca, Daniela: Studio Notarile Genghini

Rytzy, Rued: Swiss Federal Strategy Unit for Information Technology
Schweigert, Udo: Siemens-CERT

Silicki, Krzysztof: m

Spinellis, Diomidis: Department of Management Science and Technology
Spinks, David: EDS

Taylor, Pamela: CBI

Thornby, Charlotte: Sun Microsystems, Inc

Valeri, Lorenzo

Veit, Thomas: BSI-CERT/CERT-Bund

Vietsch, Karel: Terena

Verkuyl, Anne: Microsoft Europe

Wallstrom, Peter: Cell Network

Ward, Michael: BT Ignite Solutions

Welsch, Gunther: Deutsche Telekom AG

Wilikens, Marc: JRC
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